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As we discuss in our gude on how to configure SoftEther VPN server in Windows, SoftEther
is both a VPN client and an SSL VPN protocol.

To use the SoftEther protocol, you must connect to a SoftEther server using a SoftEther
client, but you can also connect to a SoftEther server using the OpenVPN or L2TP/IPsec
protocols.

The official advice is to use the SoftEther client to take full advantage of a SoftEther server’s
performance, but this advice is then immediately contradicted for all platforms except
Windows...

Windows

Only the Windows SoftEther client has a proper GUI, and for other reasons discussed below,
Windows is the only platform either we or the SoftEther team recommend running the client software
on.

1 Download and install the software from the SoftEther Download Center. What we are looking fc
the SoftEther VPN Client for the Windows platform. Intel (x86 and x96) will be auto-selected as t
I CPU option, as it is the one available for Windows.



Select Software
SoftEther VPN (Freeware)
Select Component
SoftEther VPN Chent
Select Platform
Windows

Select CPU

Intel (xB6 and x64)

Download Files (74)

b NCte The folomeng orogram wies the Aetwork fnclion of the Coerstng Sy em Bechsse i s VIN 1oflmare

SoMme s LRt o0 e emals warn TN Such DENINGE MM bt Ganee D
¥ 0w e vrus Sats e VPN Ao S5 The VPN proy am e o e "
© SoftEther VPN Client (Ver 4.32, Build 9731, beta)

softether - vpechent w4 22-9731-bta-2020.01,01 -windows sB6_st4-intel eve (48.87 M8
[Non S50 (4TI, Downbond L] Try N8 @ D 000w Ik fod Decowae your MTTP clent doewn t gt LS 1.2
Release Dote 20008107 <Latest Buibd >

Whet's mew (Ohangetog)

(onpeoper Lnpiar Joponcie Sumpifiod (Ninere

OF: Windouws. OM Intel (w36 and +64)

Server 2008

@ SoftEther VPN Chent (Ver 4.31. Build 9727. beta)

When asked which components to install, select SoftEther VPN Client.

gl SoftEther VPN Setup Wizard (Version 4.32.9731)

Select Software Components to Install
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Choose the latest version of the Client and install it as you would any other Windows program.
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Mi. SoftEther VPN Client

O SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

L‘__’ VPN Server. The management tools will be also installed.

®® Install it on VPN client comuters. A VPN client computer will be able to connect to the central
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2 Once installed, double-click on Add VPN Connection. Say Yes to Do you want to create a Virtua.
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Virtual Adapter Smart Card Tools Help

Connect Edit View
VPN Server Hostname Virtual Hub

VPN Connection Setting Name Status Virtual Network A...

(x1 Add VPN Connection

A new Virtual Network Adapter will be created on the system.
You can specify a name for the Virtual Network Adapter, which can be a
maximum of 31 alphanumeric characters.

Virtual Network Adapter Name: | NPN

The name of a Virtual Network Adapter must be VPN or VPN2' to 'VPN127".
(Maximum 127 adapters can be created)

Virtual Network Adapter Naf E Cancel Version

SoftEther VPN Client Manag £@ Not Connected &3 SoftEther VPN Client Build 9731

Double-click again on Add VPN Connection to enter the New VPN Connection Properties
screen. The exact settings required depend on how the SoftEther server has been configured. At a

minimum, you will need to:

a) Choose a name for the VPN connection.
NOTE: Server to connect to check https:/vikingvpn.nu/about-us/, “Virtubal Hub Name” are the host example VPNL1SE

b) Enter the Host Name, Port Number and Virtual Hub Name of the VPN server you wish to connect
to. The server administrator should be able to supply you with these details.

¢) Enter your username and password.

tting Propert
Virtual Network Adapter to Use:

@ Please configure the VPN Connection Setting for VPN Server.
I VPN Client Adapter - VPN

Setting Name: | Home SoftEther ]
Destination VPN Server:
Specify the host name or IP address, and the port number

and the Virtual Hub on the destination VPN Sei
Host Name: | vpn346785207 h
User Authentication Setting:

v ] [C] Disable NAT.T
Set the user authentication information that is required when
v ] connecting to the VPN Server,

Auth Type: | Standard Password Authentication v

Port Number: | 443

Virtual Hub Name: [ ProPrivacy VPN

Proxy Server as Relay:
You can connect to a VPN Server via a proxy server. User Name: | douglas |

Import IE Proxy Server Settings Password: l ssssssene
Proxy Type: (® Direct TCP/IP Connection (No Proxy) You can change the user’'s password on the VPN Server. ¢
(O Connect via HTTP Proxy Server Change Password
(O Connect via SOCKS Proxy Server ‘




Proxy Server Setting Advanced Setting of Communication:

{b@} 7] Reconnects Automatically After Disconnected
Server Certificate Verification Option: . . R

[C] Always Verify Server Certificate Reconnect intenat: 15| seconds
Manage Trusted CA Certificate List [¥] Infinite Reconnects (Keep VPN Always Online)

Specity Individual Cert Show Individual Cert CJusesst3om Advanced Settings.-.

[[J Hide Status and Errors Screens [[JHide IP Address Screens oK Cancel

The settings shown above are for the simple VPN server we configured in our How to set up a
home SoftEther VPN server in Windows tutorial.

Click OK when you’re done.

Then just double-click the newly created VPN connection to connect. The first time you do this,
Windows Defender may require you to Allow Access through its firewall.
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Connect Edit View Virtual Adapter,

Windows Security Alert

VPN Connection Setting Name

i Add VPN Connection Windows Defender Firewall has blocked some features of this
L@ Home SoftEther /
Pt

Windows Defender Frewall has blocked some features of SoftEther VPN on all public and private
networks.
“ Name:
B ounisher:  SoftEther VN Project at University of Tsukaba, Japan.
Path: C:\program fles\softether vpn dient\vpnomgr_x64.exe

Allow SoftSther VPN to communicate on these networks:

[A Private networks, such as my home or work network =
Virtual Network Adapter Name

R VPN Client Adapter - VPN [C]Publc networks, such as those in arports and cafiés (not recommended
because these networks often have ittie or no security)

L are the rigks of allow o frew

Allow access ~ Cancel

SoftEther VPN Client Manager o __ @NotConneted 5 SoftEther VPN Client Buikd 9731

You should probably also read through the NAT traversal warning at least once.

B VPN Server "vpn846785207.softether.net” (Virtual Hub: "ProPrivacy VP... X

** Connected with NAT traversal - might be unstable ** A

This VPN Client is connected to the VPN Server 'DESKTOP-NCMV6E7H' by
using the NAT Traversal (UDP Hole Punching) technology.

NAT Traversal allows the VPN Server behind the NAT-box to accept VPN
connections from VPN Client without any port-forwarding setting on the
NAT-box.

However, NAT Traversal-based VPN sessions sometimes become unstable,
because NAT Traversal uses UDP-based protocol. For example, the VPN




tunnel disconnects every 5 minutes If there Is a poor NAT-box between the
VPN Server and the VPN Client. Some large-scale NAT gateways in cheap ISPs
sometimes cause the same problem on NAT Traversal. This is a problem of
routers or ISPs. This is not a problem of SoftEther VPN software.

E] Do not show this message again

| oK

And ta-da! You are connected to the SoftEther server.

Client Manager
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